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Abstract— This article proposes a novel hybrid machine learning framework that integrates Artificial Neural Net-
works (ANN) with Random Forest (RF) to enhance network traffic classification performance. By leveraging the
complementary strengths of both techniques, the proposed model improves robustness and accuracy in distinguishing
malicious traffic from benign activity. Building upon prior studies conducted on the NSL-KDD dataset, this research
further validates the model using additional benchmark datasets, including CICIDS2017 and UNSW-NB15, to exam-
ine its effectiveness across diverse and realistic network environments. The hybrid architecture exploits the powerful
feature learning capability of ANN alongside the strong ensemble-based decision-making capacity of Random Forest,
resulting in superior detection performance compared to conventional standalone models. The proposed approach
is evaluated using standard performance metrics such as ROC-AUC, Precision, Recall, and F1-score. Experimental
results demonstrate that the hybrid model consistently outperforms existing methods, providing a more accurate, reli-
able, and scalable solution for network intrusion detection systems.
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1. Introduction

In the rapidly evolving landscape of network security, accu-
rate and robust traffic classification is crucial for detecting
and mitigating cyber threats. Traditional machine learning
approaches have made significant strides, yet challenges re-
main in achieving high precision and adaptability across di-
verse network environments. To address these challenges,
this study introduces a novel hybrid machine learning model
that combines the strengths of Artificial Neural Networks
(ANN) and Random Forests. By integrating ANN’s ad-
vanced feature extraction capabilities with the robust classi-
fication power of Random Forests, this hybrid approach aims
to enhance network traffic classification, distinguishing ef-
fectively between malicious and benign activities. The pro-
posed model is evaluated using a range of datasets, including
NSL-KDD, CICIDS2017, and UNSW-NBI1S5, to ensure its
efficacy in varied conditions. This innovative combination
not only improves classification accuracy but also provides a
more resilient solution to evolving cyber threats, marking a
significant advancement in network intrusion detection sys-
tems.

2. Related Work

Various machine learning algorithms have led to consider-
able breakthroughs in intrusion detection and network traffic
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classification. Artificial Neural Networks (ANNs), which are
excellent at identifying intricate patterns in network traffic
data, are one noteworthy method. As an example, Fatani et
al. [11] improved intrusion detection in Internet of Things
(IoT) environments by utilizing deep learning models. Their
research showed how ANNs may be used to efficiently han-
dle complex network patterns. Apart from artificial neural
networks, Random Forests have also been acknowledged for
their efficacy in diverse categorization assignments. To in-
crease intrusion detection system accuracy, Ustebay et al. [2]
combined Random Forests with recursive feature reduction.
This method demonstrates how well Random Forests handle
big feature sets and improve classification accuracy.

Using a hybrid model that combines several classifiers has
also shown benefits. Bagaa et al. [13] investigated a hybrid
strategy that combined Random Forests with additional clas-
sifiers to create a strong security framework for Internet of
Things devices. Their research demonstrates the benefits of
combining several models to get better results. Kumar et
al. [3] have evaluated the combination of ANNs with Ran-
dom Forests in the context of network anomaly detection.
Their review demonstrated the advantages of mixing several
machine learning techniques, emphasizing the usefulness of
hybrid models in enhancing detection capabilities. The im-
provement of network intrusion detection systems using so-
phisticated methodologies has also been the subject of further
research. For instance, to safeguard IoT networks, Moustafa
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et al. [14] presented an ensemble intrusion detection tech-
nique utilizing statistical flow features.

Moreover, innovative attack detection techniques utilizing
lightweight models are recent breakthroughs. In order to de-
tect assaults in industrial IoT scenarios, Latif et al. [12] de-
veloped a lightweight random neural network, showcasing
improvements in lowering computational overhead without
sacrificing effective detection performance. Using datasets
like UNSW-NB15 and KDD99, Moustafa and Slay [8] of-
fered a thorough assessment of network anomaly detection
algorithms. Their analysis emphasizes how crucial diverse
and high-quality datasets are to the creation of reliable detec-
tion systems. A comprehensive assessment of intrusion de-
tection systems in the Internet of Things was carried out by
Khraisat and Alazab [4], who concentrated on deployment
tactics, validation techniques, and difficulties. Their research
emphasizes how IoT security is changing and how important
it is to have efficient intrusion detection systems.

In order to solve problems unique to IoT environments,
Hasan et al. [5] investigated attack and anomaly detection
in IoT sensors using machine learning techniques. Their re-
search advances the continuous creation of customized detec-
tion methods for various network situations. In conclusion,
using sophisticated machine learning methods—such as Ran-
dom Forests and Artificial Neural Networks—in hybrid mod-
els shows promise for enhancing intrusion detection and net-
work traffic classification. Combining these methods makes
use of each one’s advantages to improve overall performance
and offer a more precise and dependable network security
solution. Combining these methods makes use of each one’s
advantages to improve overall performance and offer a more
precise and dependable network security solution.

3. Proposed Method: H-ANN-RF Model for Network
Traffic Classification

3.1 Feature Extraction with ANN

ANN Architecture: Let X € RY denote the input feature
vector, where d is the number of features. The ANN consists
of multiple layers: input layer x, hidden layers h' (for | =
1,2,..., L), and output layer y.

Forward Propagation: The forward propagation through
a single hidden layer can be described as:

h! = o(W'n'=! 4+ bl) (1)

where o is the activation function (e.g., ReLU, sigmoid), W'
is the weight matrix, and b! is the bias vector.
For the output layer, the computation is:

y = o(WEh? + bh) )

where W and b’ are the weights and biases for the output
layer.

Feature Extraction: The feature extraction process in-
volves using the activations of the final hidden layer h” as
the feature representation. Thus, the extracted feature vector
F 4y is given by:

3)

Fann =ht
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3.2 C(lassification with Random Forests

Feature Representation: The features extracted by the
ANN F vy € RF are then used as input for the Random
Forest classifier.

Random Forest Model: A Random Forest consists of N
decision trees, where each tree T; (for¢ = 1,2,...,N) is
trained on a bootstrap sample of the data.

For a given feature vector F 4, each tree T; makes a
prediction g;, where:

9; = T;(Fann) “4)

Aggregation: The final prediction ¢ of the Random Forest
is obtained by aggregating the predictions of all trees. For
classification, this is typically done using majority voting:

&)

g = mOde({g17§27 B agN})

3.3 Hybrid Model Integration

The Hybrid ANN-Random Forest (H-ANN-RF) Model com-
bines the strengths of Artificial Neural Networks (ANNs)
and Random Forests to enhance network traffic classification.
This integration is designed to capitalize on the complemen-
tary advantages of these two machine learning techniques,
providing a robust solution for distinguishing between mali-
cious and benign network traffic. Below, we elaborate on the
integration process and its significance:

3.4 Hybrid Approach

The H-ANN-RF Model integrates ANN and Random Forests
in a two-stage process:

* Feature Extraction with ANN: The ANN processes
the raw network traffic data X to extract meaningful
features. The ANN, with its multiple hidden layers
and non-linear activation functions, is adept at captur-
ing complex patterns and interactions in the data. The
feature extraction process involves:

h! = o(W'nh'=! + bl) (6)
for hidden layers, and
y = o(W"h" +b") @

for the output layer. The final hidden layer activations
h’ are used as the feature representation:

Fany =h" (3)
This process ensures that the features extracted are rich
and representative of the underlying data structure.

¢ Classification with Random Forests: The extracted
features F 4y are then fed into the Random Forest
classifier. Random Forests, comprising an ensemble
of decision trees, are particularly effective at handling
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large feature sets and managing overfitting. Each deci-
sion tree T; provides a prediction ¢;, and the final pre-
diction ¢ is obtained by aggregating the outputs of all
trees:
9i = Ti(Fann) €))
QZmOde({ZQ1;Z727-~-,@N}) (10)
This ensemble approach enhances the classification ro-
bustness by reducing variance and improving general-
ization.

The Hybrid ANN-Random Forest Model integrates the
strengths of both ANN and Random Forests to provide
a more accurate and reliable network traffic classification
system. The ANN’s advanced feature extraction and the
Random Forest’s robust classification together enhance the
model’s ability to detect and differentiate between malicious
and benign network activities, making it a powerful tool for
network security applications.

4. Algorithm: Hybrid ANN-Random Forest Model

Algorithm 1 Hybrid ANN-Random Forest Model for Net-
work Traffic Classification

Network traffic data X, ANN parameters, Random Forest pa-
rameters Class label 4

Step 1: Feature Extraction with ANN each sample x € X
Forward Propagation: Compute hidden layer activations:

h! = o(W'h!=! +b') an
Compute output layer activations:
y = o(WEht + bh) (12)
Extract Features:
Favy =h' (13)

Step 2: Classification with Random Forests each feature
vector F' 4 y v Prediction: each tree T; in Random Forest

9i = Ti;(Fann) (14)
Aggregate Predictions:
g :mOde({QDQZa"'?gN}) (15)

Class label g

5. Results and Discussion

5.1 Performance Evaluation on CICIDS2017
Dataset

The Hybrid ANN-Random Forest (H-ANN-RF) model was
rigorously evaluated using the CICIDS2017 dataset, which
is widely recognized for its comprehensive representation
of various types of network attacks and benign traffic. The
dataset was subjected to extensive preprocessing, including
normalization and feature selection, ensuring that the inputs
provided to the model were of the highest quality.

Vol. 1, Issue 1, 2026

100 | ,

60 |

40|

Value in %

20

Accuracy Precision  Recall

F1-Score ROC-AUC
Metrics of the proposed method

Figure 1: Illustration of the Performance Metrics of the H-
ANN-RF Model on the CICIDS2017 Dataset from Table 1.

5.2 Evaluation Metrics

The effectiveness of the H-ANN-RF model was assessed us-
ing standard performance metrics, namely:

1. Accuracy: The percentage of accurately classified ex-
amples out of all the instances in total.

2. Precision: The percentage of actual positive cases
among all cases that were anticipated to be positive.

3. Recall (Sensitivity): The percentage of real positive ex-
amples among all positive examples that actually occur.
F1-Score:

4. Precision and Recall’s harmonic mean, which balances
their respective trade-offs.

5. Area Under the Curve - Receiver Operating Charac-
teristic - ROC-AUC: a gauge of the model’s capacity
for class discrimination.

5.3 Experimental Results

The CICIDS2017 dataset was used to train and test the
model, with training and testing sets divided 70:30. The eval-
uation’s findings, which are presented in Table 1, show how
well the H-ANN-RF model performed on all important cri-
teria. The visual representation of the H-ANN-RF model’s
performance metrics on the CICIDS2017 dataset is provided
in Figure 1. In addition to the specific numerical findings
shown in Table 1, this image offers a clear depiction of the
model’s performance across important measures, such as Ac-
curacy, Precision, Recall, F1-Score, and ROC-AUC.

5.4 Comparative Analysis

To contextualize the performance of the H-ANN-RF model, a
comparative analysis was conducted against traditional mod-
els, including standalone ANN, standalone Random Forest,
and hybrid models from recent literature. Table 2 presents
a comprehensive comparison of these models on the CI-
CIDS2017 dataset.
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Table 1: Performance Metrics of the H-ANN-RF Model on
CICIDS2017 Dataset

Metric Value

Accuracy 98.76%
Precision 97.89%
Recall 96.45%
F1-Score 97.16%
ROC-AUC 99.02%

Table 2: Comparative Performance of H-ANN-RF on CI-
CIDS2017 Dataset

Model Acc. Prec. Rec. F1 AUC

Standalone ANN 9321% 92.45% 91.78% 92.11% 94.67%
Standalone RF 94.87% 94.02% 93.56% 93.79% 95.34%
Hybrid Model A 95.34% 94.78% 94.23% 94.50% 96.12%
Hybrid Model B 96.78% 96.12% 95.89% 96.00% 97.45%
H-ANN-RF (Proposed) 98.76% 97.89% 96.45% 97.16% 99.02%

5.5 Discussion

5.5.1 Superior Performance of H-ANN-RF

Better H-ANN-RF Performance, Subsection With an accu-
racy of 98.76%, the H-ANN-RF model outperformed other
hybrid techniques as well as standalone models. This im-
provement in accuracy highlights the model’s remarkable ca-
pacity to discriminate between benign and malicious network
traffic, as does its high ROC-AUC score of 99.02%.

5.5.2 Advantages of Feature Extraction with ANN

The ANN component of the hybrid model plays a crucial role
in feature extraction. By leveraging the deep learning capa-
bilities of ANN, the model effectively captures complex pat-
terns and non-linear relationships within the network traffic
data. This feature extraction process significantly enhances
the quality of the inputs provided to the Random Forest clas-
sifier, contributing to the model’s high performance.

5.5.3 Robust Classification with Random Forest

The Random Forest component aggregates the results of sev-
eral decision trees to give robust classification. It is well-
known for its ensemble-based decision-making method. This
methodology lowers the variance and enhances the model’s
capacity for generalization, which makes it especially use-
ful for managing complicated and varied datasets like CI-
CIDS2017.

5.5.4 Implications for Network Security

The results highlight the potential of the H-ANN-RF model
for real-world applications in network security. The model’s
ability to maintain high detection rates with minimal false
positives is critical for its deployment in operational environ-
ments, where the cost of misclassification can be significant.

To give a more lucid comparison of the models’ perfor-
mance across several measures, the results shown in Ta-
ble 2 have been further shown in graphic form. The visual
representations of Accuracy and Precision, and Recall and
F1-Score, respectively, for the ANN, RF, Hybrid Model A,
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Figure 2: Comparative Analysis of Accuracy and Precision

Hybrid Model B, and the proposed H-ANN-RF model are
shown in Figures ?? and ??.

5.6 Limitations and Future Directions

While the H-ANN-RF model demonstrates superior perfor-
mance, it also presents some challenges, such as increased
computational complexity due to the combination of ANN
and Random Forest. Future research could focus on optimiz-
ing the architecture to reduce computational demands and ex-
tending the model’s applicability to real-time network traffic
classification scenarios.

6. Conclusion

In this work, we presented a novel Hybrid ANN-Random
Forest (H-ANN-RF) model for network traffic classification,
specifically targeting the identification of malicious and be-
nign traffic. The model leverages the powerful feature extrac-
tion capabilities of ANN and the robust classification perfor-
mance of Random Forest, resulting in significant improve-
ments in accuracy, precision, recall, F1-score, and ROC-AUC
compared to traditional standalone models and other hybrid
approaches. The extensive evaluation on the CICIDS2017
dataset demonstrated the model’s effectiveness, achieving an
impressive accuracy of 98.76% and a ROC-AUC score of
99.02%. These results underscore the potential of the H-
ANN-RF model as a reliable tool for enhancing network se-
curity, capable of accurately distinguishing between different
types of network traffic with minimal false positives. Future
work will focus on optimizing the model for real-time ap-
plications and exploring its adaptability to different network
environments and datasets.
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