International Journal of Emerging Technologies in Computing, Electronics and Atrtificial Intelligence

Digital Twin Profile

Neha, Sonali, Sumeet Patil , Manikeshwari Patil, Uzma Kausar, Harish Joshi

CSE(IOT & Cyber Security including Block Chain Technology)
Guru Nanak Dev Engineering College Bidar, Karnataka, India
nehabiradar169@gmail.com

Abstract

In the era of rapid digital transformation, users are increasingly vulnerable to sophisticated cyber
threats such as phishing, identity theft, and data breaches. Conventional cybersecurity solutions
predominantly rely on reactive mechanisms, including signature-based detection and post-incident
response, which are inadequate against dynamically evolving attack vectors. This paper presents
SentinalX, a novel cybersecurity framework that utilises digital twin technology to establish a
proactive and deception-based defencemechanism. SentinalX introduces artificial decoy identities
that emulate real user behaviour and interact with potentially malicious entities in a controlled
environment. By redirecting threats toward these digital twins, the system effectively detects,
analyses, and neutralises cyber threats before they impact the actual user. This approach ensures
enhanced data privacy, minimises exposure to malicious activities, and enables early-stage threat
interception.The proposed system is implemented as a modular Android application, integrating
automation, adaptive intelligence, and a user-centric interface for seamless operation. Furthermore,
its scalable architecture supports future Al-driven enhancements, making it a robust and forward-
looking cybersecurity solution. The results demonstrate that SentinalX significantly improves threat
detection efficiency and represents a paradigm shift from traditional reactive security models to
proactive cyber deception strategies.
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1. Introduction

In today’s digitally connected world, individuals
increasingly rely on online platforms for
communication, transactions, and information
sharing. However, this rapid digital growth has also
led to a significant rise in cyber threats such as
phishing attacks, identity theft, and data breaches.
These threats exploit user behaviour and system
vulnerabilities, putting sensitive information and
digital identities at constant risk.

Traditional cybersecurity solutions mainly focus on
reactive defence mechanisms, where threats are
identified and mitigated only after they occur. While
such approaches provide a basic level of protection,
they are often ineffective against modern, fast-
evolving attacks that mimic legitimate user activity.
As a result, there is a growing need for advanced
systems that can proactively defend users before any
damage occurs.

To address this challenge, this paper introduces
SentinalX, a novel cybersecurity solution based on
the

concept of digital twin technology. The
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systemcreates intelligent decoy identities that
replicate real user behaviour and interact with
suspicious or potentially harmful entities. By
diverting threats toward these decoys, SentinalX
ensures that the real user remains protected while
malicious activities are detected and analysed in a
controlled environment.

This proactive defence approach not only enhances
user security but also improves privacy and reduces
the risk of exposure to cyber attacks. By combining
deception, automation, and adaptive intelligence,
SentinalX represents a modern and effective strategy
for safeguarding users in an increasingly complex
digital landscape.

2. Related Work

The field of mobile cybersecurity has evolved
significantly with the development of advanced
malware detection systems, anti-phishing
mechanisms, and privacy-preserving frameworks.
Traditional security solutions, including antivirus

applications and mobile protection tools, primarily
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rely on signature-based detection and heuristic
analysis to identify malicious activities. These
systems are effective in detecting known threats;
however, they exhibit limitations when addressing
zero-day attacks and newly emerging phishing
techniques. Their dependence on continuously
updated threat databases reduces their effectiveness
against rapidly evolving and sophisticated cyber
threats.

To address these challenges, recent research has
focused on machine learning-based threat detection
techniques. Various approaches utilise classification
algorithms and behavioural analysis to identify
malicious applications and phishing websites based
on structural and activity patterns. While these
methods improve detection accuracy, they often
require large datasets and external processing
resources, leading to concerns regarding
computational overhead, latency, and user data
privacy. As a result, there is an increasing demand for
lightweight, on-device security solutions that can
deliver real-time protection while maintaining user
confidentiality.

Another emerging concept in cybersecurity research
is the application of digital twin technology. Initially
developed for industrial and Internet of Things
environments, digital twins are virtual replicas that
simulate the behaviour of real-world entities within
controlled environments. This concept has shown
promise in identifying vulnerabilities and predicting
potential threats before they impact actual systems.
However, its application in personal cybersecurity,
particularly at the mobile user level, remains
relatively unexplored and presents a valuable
opportunity for innovation.

In addition, modern cybersecurity frameworks have
shifted towards behaviour-based analysis and
privacy-centric protection models. These
frameworks focus on monitoring user behaviour,
analysing application permissions, and evaluating
reputation metrics to enhance security. Despite these
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advancements, most existing systems remain
reactive in nature and do not sufficiently address the
protection of user identity during interactions with

potentially malicious content.

In contrast, the proposed approach introduces a
proactive cybersecurity model that integrates digital
twin-based deception techniques with real-time
threat analysis. By generating simulated user
identities and enabling them to
content in a

interact with

suspicious and isolated
environment, the system effectively prevents direct
exposure of the real user. This approach not only
enhances threat detection but also strengthens
privacy preservation, offering a more advanced and

solution compared to traditional

secure

user-centric
methods.

3. Materials and Methods
System Architecture

The proposed system follows a modular and layered
architecture  designed to provide real-time
cybersecurity through digital twin-based protection.
The of primary
components: the link interception module, digital
twin generation module, threat analysis engine, and
user interface module. The link interception module
captures URLs from various sources such as
messaging applications and browsers. These links
are then forwarded to the digital twin module, where
synthetic identities are generated to simulate user
interaction. The threat analysis engine processes the
links within a sandboxed environment, ensuring that

architecture consists four

all evaluations are performed without exposing the
actual user. Finally, the results are communicated to
the user through an intuitive interface, maintaining a
clear separation between processing and
presentation layers. This modular design enhances
scalability, maintainability, and integration of future
intelligent components.

Algorithm Employed
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The system utilises a multi-stage algorithm for
proactive threat detection and analysis. Initially, a
URL detection algorithm identifies and extracts valid
links using pattern-matching techniques. Once
detected, the system activates a digital
generation algorithm that creates randomised yet
realistic user identities, including variations in
usernames and simulated browsing attributes.

twin

The core analysis is performed using a heuristic-
based threat detection algorithm. This algorithm
evaluates multiple parameters such as domain
authenticity, presence of HTTPS, redirection
behaviour, embedded scripts, and tracking
mechanisms. Each parameter is assigned a weighted
score, and a cumulative risk value is calculated to
classify the link into predefined categories such as
safe, suspicious, or dangerous. Additionally, a
rotation mechanism ensures that different digital
twin identities are wused for each interaction,
enhancing anonymity and preventing behavioural
tracking.

Experimental Setup

The experimental setup is designed to validate the
effectiveness and performance of the proposed
system in real-world scenarios. The application is
developed using Kotlin within the Android Studio
environment and tested on multiple Android devices
to ensure compatibility and stability. A variety of test
cases, including legitimate URLs, known phishing
links, and suspicious domains, are used to evaluate
the system’s detection capability.

The evaluation focuses on parameters such as
accuracy, response time,
utilisation, and system stability. All experiments are
conducted in a controlled environment where links

detection resource

are processed through the sandboxed WebView
module to ensure safety. The results are recorded
and analysed to assess the system’s efficiency in
identifying threats without compromising user data.
The detailed configuration of the system, including
software tools, modules, and testing procedures,

ensures that the methodology can be easily

reproduced and extended for further research.

fig(3.1(b)):  Android  Studio
Environment (Build Source)

Development

4. Results and Discussion

implemented and
evaluated to analyse its effectiveness in providing
proactive cybersecurity through digital twin-based
threat mitigation. The
detection capability, system performance, usability,

The proposed system was

evaluation focuses on

and privacy under real-world

conditions.

preservation

Results

The system demonstrated reliable performance in
intercepting and analysing URLs in real time across
multiple applications, including messaging platforms
and web browsers. Upon detection of a URL, the link
interception module successfully triggered the digital
twin simulation and initiated the threat analysis
process within a sandboxed environment. The
classification mechanism categorised URLs into three
levels—safe, suspicious, and dangerous—based on
cumulative risk evaluation.

During testing, the system was exposed to a diverse
dataset of URLs, including legitimate websites,
known phishing links, and newly generated
suspicious domains. The results indicate that the
system effectively identified malicious patterns such
HTTP  connections, multiple
redirections, hidden scripts, and tracking cookies.

Phishing links containing deceptive domain names

as unsecured

and credential-harvesting forms were consistently
classified as dangerous, while partially suspicious
links with minor anomalies were appropriately
flagged.

In terms of performance, the average response time
for link analysis was observed to be within a few
seconds, ensuring minimal delay in user interaction.
The use of on-device processing contributed to faster
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execution and reduced dependency on external
servers. Resource utilisation analysis showed low
CPU consumption and moderate memory usage,
confirming that the application operates efficiently
even on mid-range Android devices. The background
services remained stable without causing noticeable
battery drain, demonstrating effective optimisation
through asynchronous processing techniques.

The system also maintained a comprehensive activity
log, recording each scanned URL along with its
classification, timestamp, and the digital
identity used during the interaction. This feature
enhanced traceability and allowed users to review
historical data for better awareness. The user
interface, designed with colour-coded indicators and
intuitive feedback mechanisms, ensured that users
could quickly interpret the results without requiring

twin

CHECKING DOMAIN REPUTATION

ANALYZING THREAT LEVEL

technical expertise.

fig(4): Scan and Threat detection & Visual Output of
Target URL

Discussion

The experimental results validate the effectiveness of
the proposed proactive cybersecurity model in
comparison to traditional reactive approaches. By
integrating digital twin technology, the system
introduces a novel layer of deception, enabling safe
interaction with potentially harmful content. This
significantly reduces the risk of direct exposure to
phishing attacks, malicious scripts, and tracking
mechanisms, which are common vulnerabilities in
conventional systems.

One of the key strengths of the system lies in its
ability to preserve user privacy. Unlike many existing
solutions that rely on cloud-based threat analysis, the
proposed approach performs all computations
locally on the device. This eliminates the need to
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transmit sensitive data over the network, thereby
reducing the risk of data leakage and ensuring
compliance with privacy-centric design principles.

The modular architecture further enhances system
flexibility and scalability. Each component—link
interception, digital twin generation, and threat
analysis—operates independently yet cohesively,
allowing future integration of advanced techniques
such as artificial intelligence and real-time threat
intelligence networks. The digital twin rotation
mechanism adds an additional layer of anonymity,
making it difficult for malicious entities to track user
behaviour or create identifiable patterns.

Despite these advantages, certain limitations were
identified. The current heuristic-based detection
approach, while effective, may not fully capture
highly sophisticated or obfuscated attack strategies
that evolve rapidly. Additionally, the system
primarily focuses on link-based threats and does not
yet extend to other attack vectors such as malicious
applications, network-level intrusions, or zero-day
exploits. Expanding the detection scope and
incorporating adaptive learning models could further
enhance system robustness.

Another consideration is the dependency on
Android-specific Accessibility
Services and WebView, which may introduce
compatibility constraints across different device
configurations or operating system versions. Careful

features such as

optimisation and standardisation are required to
consistent performance across
environments.

ensure diverse

Overall, the results demonstrate that the proposed
system successfully achieves its objective of
delivering a proactive, efficient, and privacy-
preserving cybersecurity solution. The integration of
digital twin technology with real-time threat analysis
offers a unique and innovative approach that
addresses key limitations of existing systems. The
findings suggest strong potential for further
development, making the system a promising
candidate for next-generation mobile cybersecurity
applications.

5. Conclusion

This study presented a novel approach to mobile
cybersecurity through the development of a digital
twin-based threat mitigation system. The proposed
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solution shifts the traditional paradigm from reactive
detection to proactive prevention by enabling
simulated identities to interact with potentially
malicious content in a secure and controlled
environment. By leveraging link
interception, sandbox-based analysis, and heuristic
techniques, the system effectively
identifies and classifies threats without exposing the
actual user to risk.

real-time

evaluation

The results demonstrate that the system achieves
reliable threat detection, efficient performance, and
strong privacy preservation. Its lightweight
architecture and on-device processing
minimal resource consumption while maintaining
real-time responsiveness, making it suitable for
deployment on modern mobile devices. Additionally,
the integration of digital twin rotation enhances
anonymity and reduces the likelihood of user
tracking, further strengthening the overall security
framework.

ensure

The proposed system not only improves protection
against phishing and web-based attacks but also
contributes to user awareness through transparent
feedback and activity monitoring. Despite certain
limitations, such as dependence on heuristic analysis
and focus on link-based threats, the framework
establishes a strong foundation for
advancements in cybersecurity.

future

In conclusion, this work introduces an innovative
and user-centric cybersecurity model that combines
deception, automation, and privacy-focused design.
The approach holds significant potential for further
enhancement through the integration of artificial
intelligence, expanded threat coverage, and cross-
platform compatibility, paving the way for next-
generation intelligent security solutions.
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